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01 Broken Access Control 01  Application error message
02  Broken Authentication 02  Directory listing
03  Cross Site Scripting 03  User credentials are sent in clear text
04  Security Misconfiguration 04  Error Message on page
05 Sensitive Data Exposure 05  SQL Injection
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HE : [Thome

ﬂE E %l%l ll-jt% IQ Bjj E‘iz :@E §§ EE E g % IE Libraries Yulnerable Libraries Licenses

— - 1340725 | High: 4413 | Medium: 2617 I P1
) = cb (5 AR T ¢ S SN RS

) SRENES SR B ZEA e NI == | i 1046 PR

High Severity Bugs (2579) | Organizational 2878 High: 191 [
2 2\ 35H S —" o
3 AIFENZETE = Filter 35003 High: 281 | Medium: 190 ¥ 140
816765 High: 3076 | Medium: 1710 RNz
¥ Severity Library Occurrences
522524 High: 1217 | Medium: 780 SR
— s Blocker EECIICHIERNEI 1 project details ieh: T—
ik = - praj 1039 High: 37 | Medium: 28 |5 £.1""5: Sy |
R RS ==
W
apacheds-i18n-2.0.0-M19jar 14 projects details DIRSERVER-2093 D
2
A
apacheds-i18n-2.0.0-M19.jar 14 projects details DIRSERVER-2053 e
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W
apacheds-i18n-2.0.0-M19.jar 14 projects details DIRSERVER-2052  [(
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) & oh A E A S SN 1 123458 !
2 password
) KRENGEFERAZHREEHN 3 123456789
3 AERHYEZESES 4 12345678
5 12345
6 111111
AENEEIGE 7 1234567
8 sunshine
9 gwerty
10 iloveu
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REEBTHEEREAIET Oops s = 10 mr | 4

Z:.—-—. EIJ ﬁﬁ g;g; Z';% ﬁ E s I *EIE EE FE— SE= 11 MEL 50

stE— s5IEm 10 it M
TypeErmor: Cannot read prop _ R i

Rerver: Microsoft=II5/7.5
[-Powared-By: ASP.HET
ite: Tue, 05 Sep 2017 11:13:52 GHT
nection: elose

tent-Length: 11315
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E#E’J* EILJ\/ \%ﬁ.
O Informatlon Securlty (CIA)

Confidentiality 1222 14%

ENRAERERGREEBE - ks At
sz AR B9 2 E R ERRE R Y

> LTEHRAMR ibonfEERAERELRE

> ,IEEHE;‘%E%SIEE%EQ%%$§E Integrlty r—1 547, ti
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‘ bon HERE FTEEE  SRENSIOREEREE -
' =h=a o - PERMEE TS

Availability O] B4

AN EEIRHEBEENE LT ERASE P E RS
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m Information Security (AAA + NR)

ZEFR:E (Multi-factor authentication)
Something you know :

BofEFIR. B, HEMNREMATAERE,

Something you have :

BREEGIE, IBR. RARREMESHSY.

Something you are :

MR, 18, 1REIRAEMRERREL.

W= IZI~(E

Non- Repudiation Z:jéﬁ:u

Authentication
SSERERIS D |

118
Authorization T* i
KRB D4 FEERIRER

Accounting OJfaE 14

ED_.]-L)\nafiEn E

HRl&E
W RE(E

ZH&'W'I%# ZRPIEREA , ESHEEERS
sz S S RIEVVEBIERRE

BrLEfRC A~ R RY(EFE

S e S

=ZHEV & RI&E
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m Information Security (STRIDE)

STRIDE is a threat classification model developed by
Spoofing %‘lﬁﬁ Microsoft for thinking about computer security threats.
I

Tampering :'%'T,ESI
Repudiation Eﬁ'{%’,‘

Information Disclosure % ﬁﬂiﬂ,ﬁ

Denial of Service BE%%BH%E

Elevation of Privilege *EBE;;EE%
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m Information Security (STRIDE)

Spoofing E’E,ﬁﬁ

BHES7  ELIFEERER

—(EsERENS 5

Tampering e

LLLEQiQS*‘I' 5')5/ \ZEEQ’“E’% f*‘l’ / LLbEﬁf*‘I'Z_ %’T%/‘?E:é;ﬂ]%% / :_T.Eﬁf*‘l'/ \1%1%
FERRNSE. SERERETER. WRERTEE. BUFEEIRZIE.

CEREESE TELBEREFE (BR)

Repudiation EEZE

; Fion - %‘)I:I%E"EEI’Jéﬁ% , Do ElRERET , BRAHMTAEIARIER , E
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m Information Security (STRIDE)

Information Disclosure

Siflidis

EIREE | SLETARIRERI AR

Denial of Service  IRFEFEER

JBRE

i

GRERRIRE. Zi.....5F

AkFsBEER ( DOS ) . EFEE&IREE , (IERAS., REEIESSE]. Wik

2SRy, DOSKBAEE B HERE

=, FTLAY

S EZ I F RS RERIE,

Example : https://www.youtube.com/watch?v=OWLGUgiz eE

Elevation of Privilege *EBE;

YERETR T Z— E’I

SHFIERYE

T —(AEBE

=5

ETERAIAE

Il'r

EaE

_IO

. ) —

AT

*E,?

ESREREEL , W0 - faufay


https://www.youtube.com/watch?v=OWLGUgiz_eE
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m EEEHBE (Project Management)
On Time, On Quality, On Cost EZRBERTTR - 5T wELIAEER
BREZEL | RENEESR

AEBEmEMZTE rEZER

—E AR E VBB —FULE

mEZEE

B0\ 0 P A S P A 24
= O & EETEE !

A BERFERRR
T EmERRARNATDAR
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m Security Software Development Life Cycle (SSDLC)

) =k ) E1F Iﬂ“nit

2 e
B A S BN ERFPEZE R & B £ E155] Z iR HIE eS|
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ZEESRRETIES]

Z hEnt RIS RE
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S EEE e W= TR T =

BB 1R AR

The Microsoft Security Development Lifecycle — Simplified
NCCST.nat.gov
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m
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m Security by Design Principles

Don’t trust services
RIEERIBRTE

Minimize attack surface area
B EREER

Establish secure defaults Separation of duties

VA= il R B
-0
el Least privilege Avoid security by obscurity
B/ \IEPR BRLZEER
—e
Defense in depth Keep security simple
AiE R B 22 RIS E
L]
Fail securely s} | Fix security issues correctly

EreE ) il IEHERORZ 2B
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m Minimize attack surface area(iil/> I ZEE[E H)
e \\/NY?

 Like Keep security simple Security by Design Principles
» Web site need, mobile also want.

mmmn  Protection
. FEINEBE AR HEAREREFER—ENEAK - TEENSS TR T
E%EXI&TEE,ZE Be B fgs

« Example : fEHZHRFINBECS A InjectionfhsE - WHEImE R EPRHIEHE FEVER -

RERVIEAS

L Examg le
Presentation Tier Business Logic Tier Persistence Tier .EE
WAF

Browser Firewall Web Server Application Server Database
1 1]
T} |;| |;| |

i S ) [ 1 1 l l [ ——
1 .

App ‘

-

(RESTful /SOAP)
DMZ




R AL

Why?

« Maybe the system should be secure by default

nX:fH?EIJ

m Establish secure defaults(#

» Always next...next...next...next install. (Use default setting)

1 22 F H )

b cht.com.tw | OAM_GITO
+ eshop.cht.com.tw | _BWfp
» eshop.cht.com.tw | _ct

+ eshop.chtcom.tw | ASP.NET Sessionld

Protection

s FEERBEMRENMAEREARLEINEENRTE
- BRE—TENELRLZEZMUREMILISSL - CSP headerB 5k )

+ eshop.cht.com.tw | SC_ANALYTICS GLOBAL_COOKIE
+ eshop.cht.com.tw | sto-id-47873-eshop_cht

+ eshop.cht.com.tw | sto-id-47873-5G_sitecore

+ eshop.cht.com.tw | uuid

@fﬁ

Example

“ 85009845-b58d-47ed-a57b-52b8302d5%a3

@

" =

Https Is secure? e |
(98 |https:/ <SSRk om....| POST  /MAgentService/eMSService.asmx... a8m

[ Original request I Edited request I Response | gﬁgj |

_[ Raw T Params T Headers T Hex ] |5at May 09 2020 00:00:00 GMT+0200 (& JZHEsER) |

SameSite |

Ho=at: .com.tw

User-Rgent: e ¢ =
Content-Length: 51
Accept-Encoding: gzip
Connection: cloae

AGENT_IDFD: sichlTY. 5 DATE=20170712&E_DATE=20170720

POST /MARgentService/eM55ervice. asmx/getCalendarPrief HTTF/1.1

Content-Type: appl ication/z-www-form-urlencoded; charset=utf-&
, 3.37 [iPady iPhone Q5 9.3.33 zh_TW)

| Mo Restriction

HostOnly |« Session Secure L

HTTP Only [

v

3
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m Least privilege(&/MMER)
mm  \Why?
 Always develop use sudo...
« Open unnecessary service ports..

e Protection
- HEBEPEEFEAE/NIERKNTT - EAXBEASTAEEEID - AZ2=BZRI%ER -
- BRI R A PTEREEEHIR - @2 Admin, RootZ TARRIESS - BRFANE NEEERRRRERS {0151}

« —REABFNERER - RAnsfrlEBRNERZRER - @
(LEBEH /RBEEHE) #ETRHHEESEATEEIRRS  SUTESHE
: O ey, munrmn BovmEsuERRES . FERnn . 9% LunOER

@ FiEA45PORTEI139PORTEERMENREE  UBRORELZRAZHET  BERRFERE
B - % TEHFENED -

EEFEEREEY  OIRENESBEFEEEAEN  MOFSES =5
B ToTH B KBS 1 5 AR+ B ST12020 40200250084 « SERERS @

/ TREFEAFITENNAT  FENEER=E2CRELZEESRET A

Authorized Personne] GEARRE o RRpfas = ERIFT R EpR AR EFEENENEE  LUREHERM

ONLY

FEERIBHERET THEE3BAFE
n. B8 EERS  PEAERES IR
EEwsnEEscky  fL2FNIETES
BN I BE L WEFERES  ERWindows XP -
Windows Server 2003t E—FZAIENEERT
d | emYE RS-

snEESFBIERYEREREEE - | 1 FRSAEEENREE  TRYNFERLCSE
[EEEET CHEEENE  £TEEEER  BusEDREE
B FEZEEEF  UREFELEREREE

it ERIEERLEEHTEEZSRER -

= : 2
RAREM iThome MM
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llk ‘J'_L' Eﬂ
L)

m Defense in depth(#ie;x
—

» On asingle security method to protect everything.
 Restart or shutdown is the best method?

—
ZABIRHE T FESZ 1L UI, API, Database &B1EFHEL -

- MBIEERARSERE -
« WRWREEMRERE  BERFHRHTIETK -

-
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m Fail securely(ZZ=#Hl)
—__
ED

PEEEHBFIFEHIAE, NCC
— e 52508 7T

« Example : IPSERI KGR EEBIIEE - FEFIBEREE N ESR NCCEZRAITEALFCBSINEA TESELLHTEERELR -5 B2DES
EEMEPEEELFAZEE  USAREERS  KESEHERIS0ET  BHE

- Example : FIRAMBREE - BZESEFIE ALBEBHED BB

D isAdmin = true:

try {
codelhichMayFail();

isAdmin = isUserInRole( “Administrator”

SAFE SECURE [EEyesessyey

log.write(ex.toString());

} R If this problem You can?

- ERAMBIERR - WABEETREHS

saEmAThomens=  [PETEEES

https://www.asd-usa.com/blog/fail-safe-or-fail-secure-for-the-access-control-safety-and-security-of- OWASP Security by Design Principles

your-workplace-you-need-to-know-the-difference/ I d O ﬂ ’t kn OW .o A / LI\ %& 7E|J ces



https://www.asd-usa.com/blog/fail-safe-or-fail-secure-for-the-access-control-safety-and-security-of-your-workplace-you-need-to-know-the-difference/

ﬁhﬂﬂ ﬁ an'H?EIJ

m Don’t trust services(RS1ERYVARTE)

—
« Store sensitive information in external services. (like SQL.ite, cookie, file etc.)

» Very cheap, click here. (Social Engineering)

— |
HEE R (Hash) ~ 252 (Sign) g%éiﬁ%@@%é\é+é%%% 5 0 i

 MNERZR LT (Encrypt / Decrypt) ~ FE$
- BB (Whitelist) - JR7&#IE (Certificate pinning) UGS O W e K AR -

OPEN/DATA

T

FERFFERNET - ERSRENRGTHRIAY TSR

v TERETRERE  4U2EREME

mt
: >
it
\\‘
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m Separation of duties(#= 7 &)
Why? [EE€P LRAERTEHNE] FEIIFSEESR
« Because my boss....... tell me do everything by myself. hESXEEERE (T
B o crion CEERER BRI RSTAEMERR B S5RE L SNSOPEREAABRA LS  BUEE

FERSNBELARDSRERET - NLABFAEERENLEARENEAE—©  TERR—SHERR
5 MEALTEREARERBENREERR

FERAREBENEAAER  DEZUETEESE - A0 IRE
BRTERAEZE AR - BN EREHENEEHE -

- AEBAE - MEAER - ERRAEHEZERLERME  BREREE -

e EXample

From: [root] <rootmail@cht.com.tws
Sent: Wednesday, July 29, 2020 5:07 PM

I
1 subject: [TLEE ) : (ES AL EiE ISRV AR BB
|

)

TO & ENTEREC #%

et | | BATRE ANEICCEREREE  SHESERIRECRMARIH
ON  DUTY | I FRAEEE THEEEN TERITE SRR
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|

° ° ) S r-l-1 == (= = |
. ([ X4 S
- - - [android 1 package com.nianticlabs.nia.network;
v [support 2 .
« Using third party library and not update. s B B MR
- > Ov4 17 public class NiaNet {
[ bitter 18 private static final int CHUNK_SIZE = 32768;
« Key and password save in the code. SRR e
' 20 private static final int HTTP_OK = 200;
D android 21 private static final String IF_MODIFIED_SINCE = "If-Modified-Since";
[ crittercism 22 private static final int METHOD_DELETE = 4;
[ fasterxml 23 private static final int METHOD_GET =
- M google 24 private static final int METHOD_HEAD =
P rotectl 0 n goog! 25 private static final int METHOD_OPTION:
[ nianticlabs 26 private static final int METHOD_POST
l’_“lma 27 private static final int METHOD_PUT
[ account 28 private static final int METHOD_TRACE
" . 29 private static final int NETWORK_TIMEOUT_MS = 15000;
/\—/‘— — [P N sl private static final int POOL_THREADNUM = 6;
O en Sou rce E % D ﬁ E U ﬁ oo o Cliap 31 private static final String TAG = “NiaNet";
/V\ / N7\ AN » [javawrap 32 private static final ThreadPoolExecutor executor;
» [location 33 private static Set<Integer> pendingRequestIds;
¢ [ network 34 static ThreadLocal<ByteBuffer> readBuffer;
& 35 private static final ThreadLocal<byte(]> threadChunk;
\F S S EY A =) ° | L NiaNetjava [}
[ ) 0 H d d » [platform 37 * renamed from: com.nianticlabs.nia.network.NiaNet.l »/
;\ N o ardco e EE ny [==] » Bisensces 38 static final class CO7821 extends ThreadLocal<byte(]> {
unity Zg 507821() {
1 useractivity 41
[ BuildConfig.java 42 protected byte[] initialValue() { return new byte[NiaNet.CHUNK_SIZE]; }
GCO750Rjava | 42 }
EXa I ple [3 Manifest java 47 % renamed .nia.network.NiaNe
21 pokemongo 48 static final class C@7832 extends aneadLocakByteBuffe» {
[ nianticproject 49 07832
o 50 }
3 51
B unity3d 52 protected ByteBuffer initialValue() {
: ¢ : : . - i frer. i NiaNet. CHi ¥
public void saveCredentials(String userName, String password) { el = ML e e et
B crittercism g: }
SharedPreferences credepti = thi dPreferences( [ dagger 57 /% renamed from: com.nianticlabs.nia.network.NiaNet.3 #/
" . " [ javax 58 static final class CB7843 implements Runnable {
credentials”, (MODE_WORLD_READABLE); | — Very Bad  Bios 59 i J ByteBuffer valsbody;
. . 60 int valsbodyOffset;
SharedPreferences.Editor editor = credentials.edit(); Clapache 61 int valsbodySize;
. . . " [ fmod 62 / String valsheaders;
editor.putString("username Convenient! Bir 45 T5¢ vaisasthods
onvenient! 64 / long valsobject;

1 spacemadness

editor.putString("password",
editor.putBoolean("remember”
editor.commit();

int valSreauest id:

Reverse is very easy!!!

Hardcoded Password !




BERHE 2

m Avoid security by obscurity(# R ZZ[RE)

BEE SR LIEaEL a)EE2AR
-;..454~-1i1m' I Tiwmama
FENLEFEHE ! |

ﬁﬁéni |:|-H?EU

, B3R D 15” T hasebd

MR ERAE - 5 EIEEWE
AEWHE RO E SRKEESTL - SPEEDE

it o e = STATON

fE-@_EE-Ea B!

LI s i) D S e R p e e
SEDEEE  ERSEBIRS

ZRPREANERAEEAEN I 2HE

<EHNEEEA

> REEBAVNRERL28UIT (5 ) ULEZENEBIRE (AES)

>
>

RE=EERINERESE (Triple DES)

FEANSI X9.17 ~ FIPS 140-2 - NIST SP 800-22 & SP 800-
90A (CAVP Testing: Random Number Generators) £/VHE

—IALZERIBLEIEE R



ﬁx E.%. :% lﬁl‘ﬁ ﬁ é AX FI-I- }? EIJ ﬁ:ﬁi%fetfg?st digest =

MessageDigest.getlnstance("SHA-256");

m Avoid security by obscurity(B#RZE[ER)

» Salted Password Hashing
- EA(FRAERENRE , 5HSalted Password Hashing , FF{KERainbow

tablef fRATHER

User

Password
2Wsx3Edc

ER

asdfl asdf!2Wsx3Edc

ST ETHashly - [EER BB =R TUETT(BIISHA-256) - & % [ 1#
**EF O IVAEZRRANEE - oETIEMNR DR ER IR

Salted

Hash

Password

Algorithm

455e0e5c2bcl09deae749e7ce
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m Keep security simple(fr ¥

Why?

&S] BB

5 i B8

« Demand unit : | need all the features on the market!!!

« Complex System.

Protection

- ZFFAENINEERD - RERNERAYD - BENRNEMBHEB S EEET -

- BERFEYEHEED - STEHSEA

HAESBE/EUREIES -

Example

domain

éé%% model

results

platform
model

E=MC2 27277

Error = (More Code)?

model

simulation
platform
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:|:|||I-
v

Fix security issues correctly(IEf&fEiR %
Why?

* Jo_EhRFERR!

 Develop time not enough...

Protection

- PPEREETEER  BREIBNFZEHELEENRBE  BHeEHINEBESE
» Code Review

Analysiz Remlts

NCER

Fiffae futit et} View E You see

07 |z o o |40 |
Crnitical [0]

Group by I Category j {

F-_ Cros-Bite Seripting: Persistent - [0/ 57]
#-{] Open Redirect- [0/5]

#-] SQL Injection - [0/ 44]

("] XML Externsl Entity Injection - [0 /1]

The real problem
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m 5 ,,ElJ 37 (Static Application Security Testing - SAST)
FE%EI; Jﬁ?—ﬁ‘*ﬁ%ﬁﬁﬂﬂ WERHR : BRI —fER T - BB
'%‘E_W%T E’]ﬁﬁﬁﬁﬂﬁf‘t & mEEPRIE R (Data Flow >
Control FIow - Tainted Analysis) ;

o TENEINN ; XERWANGES

75, BNERRED

1:|||P

= B

ol\

Fﬁﬂ
SERBMERY -

« BRI . 5 AR (False Positive) - =&t ¥ 182845




R RALZEAE A

m F55480 23 47 (Dynamic Application Security Testing - DAST)
R ~ AAE IR - DAST

i3 BRI —E LT - BEIN L RFMEEE - AR A
WAL srHWMARMUETINE - BBE - R R 459 % (Send
Request - Check Response) -

) \ 4R PIRIRO AR PIRIEAHE ZHEIRIE BXRERRENF
f?*JHﬁI]ZIKTéZT SRR -

BE%IJ é%ﬁ)ﬁ'ﬁ&(Fa se Negative) ; HEAMUEEBTENETE =

2= A\ SR A &5 ot

HITIRIE

Runtime

Environment
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m F#55%51 8] (Host-based Vulnerability Assessment, VA)

T T p Rl -~ 59 RAEE h

il BREIEDITH—ES T - FEAEREPSIEFERR e
ZmFEHE . 2SS EFE S HAVI9ES

LJZ\ZE\%E IS Eﬂ‘QE:%_:,%I%E@;{E’f%l%%ﬁ1%ﬁﬁﬁﬁf{ﬁ’gﬂlﬁ%&,ﬁﬁ HIRIR
aﬁr”E%/Eﬁ%%%ﬁ?%ﬁ; %tj%éifiétﬁﬂz,%l%ﬂ%%ﬁ@gm 2 5= - LURIER
HiZ 4 7 [0 f& - WO E 20 B R FETHZIE 24 kR R EME
PR . FORABIEXRMKRRRE - FEFEBKET BEEITER?
ERIET - (AERHEEEIESAGRERZS)

Service %
| E ‘
i Vulnerability

Discovery Assessment Exploration

Host Discovery

Port Scanning
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o EFE.IEQF'?'!I“E%#%¢ 3il(Open Source Security - OSS)

A AR Eﬁ%ﬁ@ en SourcestFEE LB - BENER X LHRVA
E<($’E,§1E5:;ﬁ) "iz@ﬁ’ﬂ%:?’im#%%ﬁ%%%ﬁ - RS BB F AR T &
Llcenseﬁxﬁl % -

WRZ . RERFEASI AN E =t (Library ~ Source) - 1 & BAZE Mt
—.1—7|<)5F|-§| E’JE#EEEEEE%DZ‘E’E\féE)_LIKZIE—i/Jﬁ'iﬂ(CVSS CVE) -

Rl : ZBHBAETEABESIAHZ P Open Sourcel 2 EFEN
GPL/AGPL - &3 40% MRS AE CUﬂYEZO ~601E/ N\ EZEIEOpen
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Session Fixation

ogin.php?sessionid=abed

S T G Login >
/ \ o sessionid=abcd @
e I & POST account.php
® ,

Attacker

RS

=

Session Timeout

<configuration>
<system.web>
<sessionState timeout="10" />
</system.web>
</configuration>

1 [+
pir) 311
NET E22 SMTP & |

| =

Cookie BE
22X M)
&5 Cookie
Z®RA)

th o] DL £t ¥4 (@ Bllpagei Tsessionzg iE

ASP.NET_Sessionld
1 (29)0)
110

©1. | protected void Page_Load(object sender, EventArgs e)
2. | (

03. Session[“MySession™] = “WELCOME™;
e4. Session.Timeout = 1;

06 protected void Buttonl _Click(object sender, EventArgs e)

o8. Response.Redirect(“default2.aspx”);
es. | )

session_unset
(PHP 4, PHP 5, PHP 7)

session_unset — Free all session variables

Description
session_unset ( void ) : bool

The session_unset() function frees all session
variables currently registered.

Return Values
Returns TRUE on success or FALSE on failure.

session_destroy
(PHP 4, PHP 5, PHP 7)

session_destroy — Destroys all data registered to a session

Description
session_destroy ( void ) : bool

session_destroy() destroys all of the data associated with
the current session. It does not unset any of the global
variables associated with the session, or unset the session
cookie. To use the session variables again, session_start()
has to be called.
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<?Rml verzion="1.0" enccding="UTF-3"7?>
<configuration>

<system.web>

<customErrors mode="0n">

Hill R E IR ERFPEZFEK

/ £E /E </customErrors>
m AR E

<system.webServer>

;

<urlCempression doDynamicCcmpression="true" />

> AR FRAEEHEABESHMAZIERNE [T s

«<error 3statuaCode="404" prefixLanguageFilePath=""

> /% ﬁ J: "‘? = ;'.l_-l. %_EE EE H:Hu B /% e ——
:ﬁﬁifiﬁagzﬁﬁggﬁyggil mn1§EFH£E§

</systen.webServer>

</configuraticn>

HTTP/1.1 200 OK

Cache-Control: private

Content-Type: text/html; charset=utf-8
Server: Microsoft-IIS/10.0

Set-Cookie: ASP.NET_SessionId=ocaobe3ddwvi2pjgsd4xemxdyp; path=/CHT; secure; HttpOnly
X-AspNetMvc-Version: 5.2

X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000
Date: Wed, 27 May 2020 08:24:39 GMT
Connection: close

Content-Length: 1323

err:System.Web.Services.Protocols.SoapException: fAIRERMERMEER, ---> MySql.Data.MySqglClient.MySglException: Data
too long for column 'HospName' at row 1
MySql.Data.MySqlClient.MySqlStream.ReadPacket ()
MySql.Data.MySqlClient.NativeDriver.GetResult(Int32& affectedRow, Int64& insertedId)
MySql.Data.MySqlClient.Driver.NextResult(Int32 statementId, Boolean force)
MySql.Data.MySqlClient.MySqlDataReader.NextResult()
MySqgl.Data.MySqlClient.MySqlCommand.ExecuteReader (CommandBehavior behavior)
MySql.Data.MySqlClient.MySqlCommand.ExecuteReader()
MySgl.Data.MySqglClient.MySqlCommand.ExecuteNonQuery ()
SQLCommonOrder.doSQLNonQuery(String[] cloud, String connectionString) I?
c:\inetpub\code\Maria\20200527\API\App_Code\DatabaseLayer\Common\SQLCommonOrder.cs: fI 423

/® HealthRecordMaintainAccess.updateHospital(String ls_index, String EmpID, String HospitalId, String
HospitalName) /? c:\inetpub\code\Maria\20200527\API\App_Code\DatabaseLayer\Admin\HealthRecordMaintainAccess.cs: 1T
260
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BIGJP Configuration Utility

Hostname Welcome to the BIG-P Configuration Utility
bigip1
Log in with your usemame and password using the fields on the left

IP Address

AR 2215

MEMH

BEBNRENT, TREELE .
SN & T, RN

BOABALWEN# A B3 8 1P, BS0Router N —
Mode: 192.168.0.1, SREEREEMR i

EEZBWMAsESNadmin, BEBMRAL °
&Hi#fi A\ password,

n

n
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<system.webServer>

<rewrite>
= - an <rules>
H = \nﬁ ji\L A 01% ﬁ% <rule name="HTTP to HTTPS redirect" stopProcessing="true">

<match url="(.*)" />

> Bl R R B M E RS - EER SRR {EE) <condiions>

<add input="{HTTPS}" pattern="off" ignoreCase="true" />
</conditions>

i 7EERAR - Serverlm/B:E L IE1EEO]iEASSL LABSEY <action type="Redirect" redirectType="Found"

SNy url="https:/{HTTP_HOST}{R:1}" />
BENmapiE T ETRE . <Irule>
nmap —p 443 —script ssl-enum-ciphers <host> </rules>

</rewrite>

</system.webServer>

SSL 3.0
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